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XMenbHULLKWIA HaLioHaNbHWIA yHiBepcUTeT

CryaeHTU-NnepwokypcHUKM Kb XHY — HalakTUBHILWIi yYaCHUKMK
Mi>XHapOAHOIro MPOEKTY 3 Kibepbesnekun Jean Monnet module course “EU
frameworks for ECI”

12.07.2022

B nepiog 24 TpaBHA - 24 yepsHa 2022 poky Ha 6a3i XapKiBCbKOro HaLlioHa/IbHOro YHiBepcuTeTy
pajioenekTpoHiku 6yno NpoBejeHO YeproBuii eTan MiXXHapOAHOro NMPOEKTY «Erasmus +» mogynb
XaH MoHe «IHTerpauis pamok Ta nonituk Kibepbesnekn €C B YkpaiHi» 3 Kypcy «Pamkm €C ans
06MiHy iHbOpMaLieto Npo kibepbesneky» (Jean Monnet module: “Integrating the EU cybersecurity
framework and policies in Ukraine” - course «EU frameworks for exchanging cybersecurity
information»), B IKOMy akKkTMBHY y4yacTb B3siAM CTyAeHTW i Buknagadi kadeapwn Kibepbesneku
XMeIbHNLIbKOrO HaLioHaIbHOro yHiBepcuTeTy.

Haibinblue npeAcTaBHULTBO cepej, YHaCHVKIB Kypcy 3 pi3HUX YHIBepcUTeTiB YKpaiHu yTBOpUAN
CTyAeHTn nepioro kypcy rpyn Kb XHY: Makcum Barpiin, Masno binoyc, AeHnc BuwHescbknin, Aptem
[Jem'aHos, Hatania Kynunk, Map'aH Hikonanuyk, IpuHa Pak, OnekcaHgpa LWnanak, aki Ha piBHI 3i
CTyAeHTaMu CTaplwux KypciB i BUKAagadamMym YCMilLHO BWUKOHaNW BCi 3aBAaHHA i Npouan
KOHTPOJIbHI TECTU KypCy.

CryaeHTn i konektme kadpeapu Kb XHY aakyroTe KOOpPANHATOPY NPOEKTY MapuHi EBAOKMMEHKO
Ta crnikepam-iHcTpykTopaMm OnekcaHAapi EpemeHko i OnekcaHapy AAaMOBY 3@ YeproBuii LikaBuiA i
KOPUCHUIM GaxoBuUI MPOEKT 3 Kibepbesnekn i Moro 4yAoBy opraHisauiro. OuikyemMo Ha nojanbLui
LikaBi Kypcu.
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MpoekT Epaamyc+ moayns XXaxn Mone
«luTerpauina pamok Ta nonituk Kibepbeanexkun EC B YkpaiHi»
“Integrating the EU cybersecurity framework and policies in Ukraine”

EU frameworks for exchanging
cybersecurity information CYFRA
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Mopgynb Han MOHE:
IHTerpauia pamok 1a nonitMK Kibepbesnexkm EC B YkpaiHi /
Integrating the EU cybersecurity framework and policies in Ukraine
Npoexr Ne: 621250-EPP-1-2020-1-UA-EPPIMO-MODULE

MpoekT Bianoeigae cTpateriaM po3BUTKY €BponeincbKoi opraHisauii 3 Kibepbeaneku
(ECSO) T1a AreHTcTBa EBponeickkoro Cotoay 3 kibepbeaneku (ENISA).

OcHoeHOIWO MemoK npoekmy € Nonynsapusalia, po3nOBCIOPKEHHA Ta iHTerpauin
paMoK, MoMiTUK Ta HarKpawwmx npaktuk €C y ranysi kibepbeanekn cepen HayKoBWX
Ta OCBITHIX yCTaHOB, a TaKoX MPOMWCNOBOCTI, NpeAcTaBHUKIB BisHecy, NpaBoBKX
peryniolymnx opraHie i AepXaBHUX yCTaHOB YKpaiHu.

The main purpose of the project is to promote and disseminate the EU expertise and good practice
in cybersecurity to the business sector, legal regulatory bodies, and government institutions of
Ukraine, as well as to the scientific and educational institutions. The project will create the necessary
environment to follow and implement these practices.
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Moayne an MOHE:
IHTerpauia pamok Ta nonitmk Kibep6ezneku EC B YKpaiHi /
g T Integrating the EU cybersecurity framework and policies in Ukraine

Training course: EU framework for exchanging cybersecurity information

Syllabus of course:
1. Cybersecurity Strategy interlinks: European Agenda on Security’s, Digital Single Market Strategy and Global Strategy
2. Cyber Defence Policy Framework
Goal: to familiarize with EU’s Cyber Defence Policy Framework, cyber defence capabilities, as well as the protection of the EU Common Security and
Defence Policy (CSDP) communication and information networks, Permanent Structured Cooperation Framework (PESCO) and EU-NATO cooperation.
3. EU’s Joint Framework on countering hybrid threats
Goal: to study cyber threats to both critical infrastructure and private users, highlighting that cyberattacks can be carried out through disinformation campaigns
on social media
4. Network and Information Security (NIS) Directive
Goal: to study a blueprint for a quick and coordinated response to a major attack, and for the swift implementation of the NIS Directive.
5. General Data Protection Regulation (GDPR)
Goal: to study framework of protection European citizens’ personal data by setting rules on its processing and dissemination,
6. European Union Agency for Cybersecurity (ENICA)
Goal: to study of ensuring a high and effective level of network and information security within the Union, and developing a culture of network and information
security for the benefit of citizens, consumers, enterprises and public administrations
7. EU cybersecurity certification framework.
Goal: to study the creation of tailored and risk-based EU certification schemes.
8. Directive on the Security of Network and Information Systems
Goal: to familiarize with a high common standard of network and information security across all EU Member States. Studying number of requirements around
incident response and the implementation of technical security measures based on risk.

With the support of the [r— Ofcem=
Erasmus+ Programme Erms+

of the European Union

2/3



12.12.2022, 11:23 CrtygeHTu-nepLuokypcHukn Kb XHY — HaakTUBHILLi y4aCHUKN MixkHapogHOro NpoekTy 3 kibepbeanekn Jean Monnet module ...

—
jr—
e
i
f——

- ]
4
o *x * —
- * = ’ i,.
» * —
ok = . ._
European ’ )
Commission * r / '

EU’s Joint Framework on
countering hybrid threats

Dr. Oleksandr Adamov
Assoc. Professor at NURE
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