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4 rpyaHa 2024 poKy pekaH dakynbTeTy iHopMauinHux TexHonorin TeTaHa
[OBOpPYLLEHKO OPraHi3yBasa OHMAWH-NEKUii ana ycix 6akarumx 3000yBAYIB  OCBITHIX
nporpamM haKynbTeTy Pi3HUX PiBHIB BULLOI OCBITM i3 30MNPOLIEHVMMWN FTOCTbOBUMU CMNiKEPAMMU.

Jony4yanncb 0o NeKuii TaKoXK i 3duikaB/ieHi BUKNagadi oakynbTeTy.
ocTbOBMMU cnikepamu 6ynu:

— BayecnaBs Xap4eHKo, O-p TexH. HayK, npodecop, 3aCNy>XeHUN BUHAXIOHUK YKPaiHW,
naypeat [ep>kaBHOi npeMii YKpdiHM y ranysi Hayku i TexHiku, 3aBigyBad Kadeppu
KOMM'IOTEPHUX  CUCTEM, Mepex | Kibepbe3anekn HaAUIOHONBHONO AEPOKOCMIYHOIO
yHiBepcuteTy «XAl», gupektop HTL, aHanizy Ta gocnigykeHHs 6e3nekn iHppacTpykTyp HBIT
«Papii», SKMA pO3MNOBIB C/TyXA4YaM MPO BUK/NMKKU TA pilleHHSs y cdepi rapaHTO34ATHOCTI Ta

6e3neKn CUCTEM LUTYYHOTO iHTE/IEKTY;
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— OneHa NoneM60BCbKA, YKPATHCbKA XYAOXKHMLUS, ABTOPKA HAYKOBUX MpPdub 3 iHTerpauii
iIHPOPMALIAHNUX TEXHOMOrIM TA CY4YACHOro MMUCTEUTBA, KAPTUHU SKOI BUCTABAANUCS B
YKpaiHi, JToHooHi, B 6oroBux yactnHax 3CY, aKa po3MnoBifia c/iyxayaM Npo TAKi TEXHOMOorii

iHTepCIKTl/IBHOFO MNCTELTBA, AK JOMOBHEHA peOﬂbHiCTb Td UJTy‘-IHMVI IHTENeKT.

LLinpo oAKYyEMO HALWKWM HenepeBepLLUEHMM CNIKEPAM 3d LiKABI TA 3MICTOBHI nekuii!

' Tetiana Hovorushche.. § Vyacheslav Kharchenko ¥ Pavlo Radiuk ¥ Sergii Lysenko

Agenda

+ Introduction
« Motivation & State-of-the-art
+ Objectives
+ Methodology, principles and techniques
+ Al powered attacks against Al powered protection: scenarios
Security informed Safety approach and Al quality model
Risk IMECA (Intrusion Modes and Effect Criticality Analysis) technique
Diversity approach in context of Al systems trustworthiness and safety
Diversity and multi-version non-Al systems
Diversity and multi-version Al systems

Conclusions & Future Research
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Stanislaw Lem (one of the most respected thinkers and
science fiction writers of the 20th century, 1921-2006):
“Civilization is a function of technologies...”

We add (we would like) that:
Civilization is a function of safe/secure
technologies...

Era of Artificial Intelligence:

Civilization is a function of intelligent
technologies which have to be
trustworthy/explainable/safe/secure...

TOP 10 Al to fight cancer could kill patients

Al FAILURES 7%« 5 Al algorithms identify everything but COVID-19 . : icactore
An Al-inflected loss that resulted in a lawsuit IO rdn]()l]b:r “ dlSdhlLrh

ChatGPT hallucinates court cases s
Cruise recalls autonomous vehicles after crash...

https:/fwww. immuniweb.com/blog/top- 1 0-failures-of-ai htmi hitps://\www.cio.com/article/ 120888/ 5-famous-analytics-and-ai-disasters.htmi
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¥ Pavlo Radiuk ! OkcaHa CTpiKOBa

Goal and Objectives Wi

Wradiy

Goal:

e to analyze possibilities of application von Neumann's paradigm (VNP) and
VNP-based solutions to improve trustworthiness and other characteristics
of Al systems

Objectives:

e to discuss Al quality models*, their characteristics and sub-characteristics to
determine which of them and how can be improved by use of VNP-based
approach;
to analyze stages of VNP evolution to justify possible options for
implementation of the paradigm for providing trustworthiness and other Al
characteristics;
to develop models of trustworthy and safe Al systems which are based on
application of diversity principle or version redundancy (VR) on creating
redundant channels and implement VNP using such approach.

*

Kharchenko V., Fesenko H., Iliashenko O. Quality Models for Artificial Intelligence Systems: Characteristic-Based
Approach, Development, Application. Sensors, 2022, 22. P.1-32
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Quality model of Al system (model and platform)

46 characteristics:
vTST - trustworthiness (IOBIpY03TATHICTE)
v EXP = explainability (TOACHIOBaIBHICTE)

v RSP - responsibility (BLNOBLIATLHICTE)

v ETH - ethics (eTruHICTE)

v LFL - lawfulness (3aKOHHICTh) '

Kharchenko V., Fesenko H., lliashenko O. Quality Models for Artificial Intelligence Systems:
Characteristic-Based Approach, Development, Application. Sensors, 2022, 22. P.1-32.
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Quality model of Al system (2)

Model of Al quality (simplified option)

Charac- Definition Subcharacteristics
teristics
Ethies, The ability of Al to meet current standards of Fairness, FRN;
ETH morality on the results of functioning Graspability, GRS;
Human agency, HMA;
o ) ) Redress, RDR
Lawful- Ability of Al to comply with laws and regulations No

V Kharchenko, H Fesenko, O
Iliashenko. Basic mode| of non-
functional characteristics fo
ness, LFL assessment of anificial intelligence
Explai- The ability of Al to be understood and predictable Completeness, CMT; quality /f Rafl'oeiecnc‘ni‘: and
nability, interms of purpose and behavior Comprehensibility, MH; CUT;;"!FLEYS‘EMS 2022,2
EXP ; Interpretability, INP; pplab

Interactivity, INR;

Transparency, TRF;
Verifiability, VFB
Respon- Ability of Al to function considering the expectations No

sibility, of the client (user) in accordance with ethical norms,
RSP legal regulations, as well as to inform him in case of
possible violation
Trustwor- Ability of Al, characterized |1_v the degree of Accuracy, ACR;
thiness, confidence of the stakeholders, developers, Diversity, DVS;
TST auditors, etc.) that the Al meets and performs its Resilience, RSL;
functionsin a predictable manner Robustness, RBS;
Safety, SFT;
Security, SCR
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y Artem Kachur KpacunbHUKOB...

¥ Tetiana Hovorushche... fVyacheslav Kharchenko £ % Artem Kachur ! KpacuneHwkoe Ceprii

Era of Al-based systems = Era of Al

Tesla driverless car crash...

https:(ffocus.ua/uk/world/536845-ne-srabolali-lormoza-v-kitae-tesla-ustroila-smertelnoe-dip-na-bolshoy-skorosti-video
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Diversity-based Solution for Al: Industrial Perspectives

Diversity Principle: industrial systems (Al application?)

Critical application domains and svstems

Kinds of I T P T - T
H ~ e . Rail- | Chemical +
C Eas 51f|cat|0 n Of diversity Space Aviztion e indusl\:n' Defense NPP
- - (standards
di\"er‘:‘-lty NUREG 7007 | Centers Engineered

(version redundancy) [EC26262 mer | control ool Reactor | Safery | Globally
NU REG 7007 Std. 2009 ENS0128...) Shunle Sp Systems | ... 2y Wikl Chemical S Trip Features | dismributed

national Boeing | ling Mlitary

{ASIL DY Process Systems | Achiation DB4
Safety Syswems
552 MS1 AS1 A2 R31 Csl1 N5l NS2

Sution

Equipment
Manufscturer|

Logic

Diversity processing
Strategy . equipment
Funcuonal

. Khanchenko, M. Yastrebenetsky, Comparafivistics
for Big Safety: Hegel's Dialectic-based Me!

and Critical Applications Experence, 2023 13
International Conference on Dependable Systems
Services end Technologles ([DESSERT), Athens

am

Greece, 2023, pp. 1-8
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MUCTELITBA: AR & Al
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