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CYBERPHYSICAL MODEL AND IOT TECHNOLOGIES FOR INTELLIGENT
INFORMATION SUPPORT SYSTEM OF AGRO-INDUSTRIAL PRODUCTION

An advanced cyberphysical model of intelligent information system for support of small - scale agricultural production on
the basis of decomposition of separate levels of standard conceptual model of cyberphysical systems in the form of multilayer
architecture is offered. The tasks characteristic of the Internet of Things technology within the framework of the proposed model are
defined, as well as software tools for their solution: Google Cloud Platform, Google Cloud Messaging, Google Firebase. Examples of
the model of multi-loop translation of data and instructions between individual layers of the model are given and described. Practical
approbation of the offered decisions is realized for typical processes of control of humidity of soil and air, level of illumination of a
production zone in a hotbed, monitoring of daily temperature, etc. The hardware is based on the Raspberry Pi 3B + module and sets
of typical intelligent sensors and servos. It is shown that the proposed model and systems approach can be used as a conceptual
framework for creating smart ecosystems CPS and IoT for agricultural production.
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MMKOJIA TPAGEHUYYK, TEOPT'TI BOPOBELL

YepHiBelpbkuii HallioHaNbHUI YHiBepcuTeT iMeHi FOpis @enpkoBuya

KIBEP®I3UYHA MOJIEJb TA TEXHOJIOI'II 10T JJISI IHTEJEKTYAJIbHOI
CHUCTEMM IHOOPMAIIMHOI'O 3ABE3IIEYEHHSI ATPOITPOMHUCJIOBOI'O
BUPOBHUIITBA

3arporoHoOBaHO  y/AOCKOHA/IEHY Kibep@iBnyHy MOAE/b IHTENEKTYallbHOI  [HGOPMALIIVIHOI cucTema AN1S  MIATPUMKY
APIBHOTOBAPHOIO ClflbCbKOrOCOAapCbLKOro BUPOOHULTBAE. OBrpyHTOBAHO IIAXI4, SKU NEPEAOAYAE 3aCTOCYBAHHS K Y3ara/lbHEHOI
CTaHAaPTHOI  KOHLENTYaibHOI MOAENI KIGEPDIZNYHUX CUCTEM, TaK | [EKOMIIONLIIO OKpEMUX PIBHIB y BuUr/Sal 6ararouaposoi
apXITEKTYpH. BU3HayeHo 3a4a4i XapakTepHi A/15 TEXHO/Or IHTEPHETY peyes B pamMKax 3arporioHOBaHoi MOAES, @ TaKOX IPOrpamHi
3acobu 4ia Ix BUPILLIEHHS.! XMapHe cepegosulye Ha ocHosi Google Cloud Platform, HagcunaHHs iH@OPMALIiHUX TOBIAOMIIEHE 3
Aoromororo Google Cloud Messaging, 36epiraHHs1 CTaHIB @i3nyHUX poLeciB i npasusi yrpas/iHHS 3 BUKOPUCTaHHS pecypciB Google
Firebase..

HaBeseHo Ta ormcaHo rpuKaaan MOAE 6araToKOHTYPHOI TPAHCIALIT AaHUX Ta iH@OPMAELIVIHNX HCTPYKLIV | noBigom/ieHs
MDK OKpemumu piBHIMu | wapamu mogesi. [paktnyHa anpobalyis 3arnporioHOBaHMUX pillieHb PEeasli30BaHa AJ/18 TUIMOBHUX POLECIB
KOHTPOJIO BOJIOFOCTI [PYHTY | OBITPS, PiBHS OCBIT/IEHHS BUPOOHNYOI 30HU Y NapHUKY, MOHITOPUHI 4060BOI TEMNEPAaTypy, Towyo. L1
anaparHoi YacTHU BUKOPUCTAHO PILLIEHHS Ha OCHOBI MoAy/is Raspberry Pi 3B+ 1a HabopiB TWoBUX HTEIEKTYa/130BaHNX CEHCOPIB
7a CEPBOMPUBOLIB.

[ToKazaHo, WO MOJE/IbHE [PEACTABIEHHS HPOPMALIIVIHUX TMOTOKIB Ta y3ara/ibHEHOI apXiTEKTypu I[HTE/ICKTYa/IbHOI
IHQOPMALIIVIHOI cuCTEMU HA PIBHI 6arato napamMeTpuyHux QyHKUIOHA/IB AO3BOJISE ONTUMI3YBATH anapaTHO-MporpamMHi pecypcu 1a
MABALUNTYI EKOHOMIYHY EQEKTUBHICTE Ta OCHOBHI BUPOGHMYI MOKa3HNKU [OCTAXKYBaHOI cuctemu. 719 OTPUMAHHS OKpPALEHUX
PE3Y/ILTATIB EKCIIEPUMEHTY HEOOXIAHO BPaxoByBaT OlfIbLIE MPUPOAHNX Ta aHTPOIMOrEHHUX (PaKTOPIB | BUKOPUCTOBYBATU CKIaAHI
mogesni CPS 4715 arporpoMuc/ioBux KOMIT/IEKCIB.

3arporoHoBaHa Mogesb | CUCTEMHUU TTIAXIA MOXYTb ByTH BUKOPUCTAHI K KOHLIEMTYAa/IbHI 3aCaam A1 CTBOPEHHS CMapT
exocucrem CPS 1a IoT 4/15 Cli/ibCbKOroCroAapCbKoro BUpO6HULTBA.

Kmo4oBi c/10Ba: IHTEPHET peYel, arpoKy ibTypu, POC/IUMHH, IHBOPMALIIVIHA CUCTEMA, KIBEPPI3NYHE CHCTEMA, IHPOPMALIIVIHA
MOLESIb, PO3YMHAE CUCTEMA.

Introduction

One of the industries where information technology and systems (ITS) have been widely implemented in
recent years is agriculture in all its varieties [1-4]. Motivating factors for this are already the results of statistical and
economic analysis of production indicators of the industry due to the introduction of simple means of automation of
production processes, and forecasting the demographic situation in the world. In particular, according to the Food and
Agriculture Organization (FAO) of the United Nations (UN), tens and hundreds of millions of people are currently
suffering from malnutrition, and in a pandemic the situation is exacerbated [5, 6]. According to a study forecast [7],
by 2050 the population of the Earth will reach 9.6 billion.

At the same time, it has been experimentally proven that the application of soil moisture control shows an
increase in yield up to 30% [8]. The use of well-known agricultural producers SCR from Allflex and Cowlar Internet
of Things (IoT) technology, in particular the so-called labels for collars, allows to obtain data on the condition of
animals - temperature, health, activity, nutrition information for each individual animal, and some values generalized
collective information about the herd [9]. A similar technology is proposed in [10]. Experimental tests show that the
use of the proposed reasonable control over the behavior of animals increases their livestock by about 15-20% [11].

Therefore, the problem of improving existing and creating modern intelligent ITS on the basis of IoT
technologies is an urgent task for commodity agricultural production, which allows to increase its efficiency.

Related works
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The most complete overview of the current state of application of Internet of Things technologies in different
countries, in particular in the USA, Canada, Germany, India, China is given in [2]. It analyzes the practical
developments and the economic effect obtained from the development of mechanization, automation, digitization and
implementation of the Internet of Things in agriculture, as well as considers the main trends, tendencies and forecasts
of these technologies.

One of the typical solutions of ITS [8] are meteorological stations, which with the help of a network system
of intelligent sensors and measuring transducers allow to automate the control of maintaining the optimal amount of
moisture in the soil in the greenhouse. Well-known branded IoT products are Farmapp, Growlink, GreenlQ solutions.
They use intelligent IoT sensors and a controller of so-called sprinklers, which allows using conventional computer
tools, such as a smartphone, to remotely control irrigation and lighting systems in greenhouses [8, 9].

For precision farming, one of the largest manufacturers of agricultural equipment, John Deere, began
producing tractors with GPS trackers and connected to the Internet [12]. Various geopositioning and remote sensing
systems are used for the same purpose [13]. In addition to various modifications of IoT technologies [14], other ITS
are considered in agro-industrial production. In particular, Matthew Grassy and Paul Schrimpf, editors of PrecisionAg
magazine (USA), ranked the most promising, in their opinion, the latest computer technology in agriculture [15].
These include: machine learning tools and artificial intelligence; use of smart sensors for accurate planting; New
Leader NL5000 G5 technology for precise fertilizer application; modeling of plant fertilization processes with
nitrogen fertilizers; use of robots, drones, both guided and unmanned.

Thus, IoT technological systems in agricultural production are becoming more branched and
multicomponent. Accordingly, the requirements for preventing the loss of information in such systems are increasing.

However, most of the publications cited above [3, 4, 13-15], as well as publications on general approaches
and models of agricultural enterprise management [16, 17], consider mainly the structural solutions of ITS and there
are no examples of models of systems, which complicates their design. Therefore, the purpose of this study was to
create an information cyberphysical model of an intelligent information system to control and support the life of crops
on the example of greenhouses.

Intelligent information system to support of agro-industrial production

We describe the information system to support the life of crops as a generalized cyberphysical system (CPS)
[18] based on a systems approach [19]. Information system modeling aims to provide synergistic interaction between
elements of physical and cyberspace CPS by synthesizing generalized functional algorithms. The latter are synthesized
on the basis of structural solutions and models, that take into account specific features, the purpose of CPS and the
IoT technologies used in them. The creation of information models involves the decomposition of the problem of
analysis and synthesis of the system into individual nodes and modules. They are then considered as basic structural
units related to specific physical processes. In the developed system, they provide the implementation of two types of
functions: information processing and management of physical components of the system. Therefore, the description
of the information model is relevant individually for a specific example of the implementation of CPS and IoT
technology.

In the general case, it is advisable to analyze the structuring of the system and identify the classes of problems
and models that may be needed for information modeling. The proposed model (Fig. 1) describes in detail the
structural components at the levels of physical space, cyberspace and the interaction between them at the level of
information flows. The data circulating in the information flows are generated by the sensor system and "absorbed"
by the elements of the control system and servos. In cyberspace (CS) it is advisable to distinguish the following
structural parts: 1) built-in computer tools for local data processing and computing; 2) cloud data storage resources
for complex information processing, complex calculations and modeling of physical space (PS) processes; 3) end-
user computer tools that have access to the system. [oT technologies allow to implement recirculation of information
flows and data exchange in CPS at the levels of local and advanced global cycles of CS and PS interaction. The end-
user level describes the functionality and interaction of system components with end users. The latter can monitor the
system, receive notifications about events, the state of objects and the results of monitoring their parameters.
Communication between end customers and the level of the cloud environment is provided using a system of customer
authentication and authorization. This approach provides all the necessary information to access the physical space.
Each time the end customer requests data, the cloud storage interacts with the authentication system to provide the
required data.

In the cloud environment there are 3 main components. The module for archiving and storing system states
contains data on physical processes that are implemented by embedded computing tools during monitoring. The
control module is designed to send information to the embedded computing facilities about the rules and control states
used by the system, which should be applied in the process of system management. The end customer can set these
rules using the control unit. That's why we have a two-way connection between the end-client management module
and the cloud storage rule and module modules. The cloud notification management module should provide end
customers with current notifications about events in the system that relate to certain actions, processes, control states
of PS and CS.
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Fig.1. Information cyberphysical model for the system of life support of agricultural crops

Embedded Computing Tools (ECT) are designed to provide direct interaction between PS and CS. ECT
provides processing of data from physical space and control of its states, respectively through a system of sensors and
measuring transducers as sources of information, and drivers and servos as final recipients of data and control signals.

Depending on the structure and complexity of the agro-industrial complex in PS, several physical processes
can be implemented simultaneously: control of soil moisture - irrigation / irrigation of the soil; humidity control -
ventilation / air drying; control of the level of lighting of the production zone in the greenhouse - control of lighting
of this zone; daily temperature monitoring in the production room - control of heaters / fans; control of soil mineral
composition - application of mineral fertilizers; etc. Accordingly, several information flows will circulate between PS
and CS.

In general, ECT in the CPS model can be considered in two aspects: 1) as elements of the PS, which are
located directly on the physical object and provide automated data collection and primary information processing in
automatic mode, as well as management of PS objects; then these are the means of automation, which relate to physical
space; 2) as elements of edge computing in CS, which provide primary data preparation for optimizing the traffic of
digital streams in CS and data exchange between CPS modules. In the latter case, ECTs are elements of the cyber
component in the CPS.
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According to the functional purpose in the ECT allocate blocks of data processing and management. The data
processing unit is used for the primary conversion and formatting of data. The original data format must be acceptable
for use in a cloud environment and in a control unit. The control unit must synchronize the steps of receiving data
from the PS sensor network and sending control commands to the PS objects. Execution of certain actions with an
object or process takes place only in the case of execution of the rules defined in the algorithm, or the occurrence of
relevant events. The intelligent data processing module can be hosted in a cloud environment, on a system server, or
as part of a CPS cyber component. It depends on what mathematical models are used in CPS, for what type of crops
the current modeling will be implemented, and for what processes: diffusion of substances in the environment,
calculation of convection fluxes, thermal processes, etc. On the other hand, the results of process modeling based on
sensor data are also parameters of the model of recirculation of information flows between PS and CS for the correction
of control modes of objects and processes PS.

The generalized model of information processes and data flows at the basic level of the structural organization
of the CPS of the analyzed information system (Figs. 1, 2) can be described as a multiparameter functional, similarly
as proposed in [20]:

My = {{(S®@), K.(9)), (M®), K, (M)],C, [(Aw), K, (A)),
(K (M), K, (S)], (K, (A), Ky, (S), Ky (M)} X P,P = {p},u € {wy, ..., u;} (1)

where S(p) — is a sensory subsystem; M (p) — control subsystem; K, — embedded computing tools: K, (S) —
for data processing and K, (M) — for control and management; C — IoT communication tools; K}, — cloud environment
(resources): K, (S) — to store the states of physical processes and K, (M) — to determine the control states of processes
and objects in the system and control rules, and K}, (A) — to manage notifications; A(u) — authorization system; K;, —
end customer (user, client): K,, (A) —notification signals, K, () — system monitoring signals, K, (M) — system control
signals; P = {p} — set of physical processes, {uy, ..., u;} — set of unique users.

Almost all components of the M model are also multiparameter functionals, and their parameters describe
the structural elements of the lower hierarchical level in the designed system. In addition, these components can be
grouped by higher-level functionalities of the hierarchy. From the above set (1) we can distinguish three functional
clusters of components: 1) components that provide the functionality of the internal local circuit ko data translation
in CPS (Fig. 2) - [(S (), K. (S )), (M (), K.(M ))]; their set may be sufficient for the implementation of simple stand-
alone CPS, which work using co-processor reconfiguration models using standard libraries [18, 19]; 2) components
of the external contour of krrm interactions in the CPS with the involvement of network access to the cloud environment
(resources) including ToT technologies — [(A(w), K, (4)), (K, (M), K, (S))]; which require the use of specific
mathematical models for predicting the phase trajectories of the system [18, 19]; 3) components of the contour of the
keine client interaction with separate CPS layers — (K, (4), K, (S), K,,(M)).

Applying the CPS functional layer model is quite convenient. This approach allows you to optimize the
number and justify the technical requirements of hardware and software resources for the implementation of CPS [19].
Functional clusters are essentially a reflection of information flows in the contours of the interaction between the
individual layers, on the set of resources of the technical solution CPS. It is clear that in addition to the contours of
the interaction of layers of cyberspace with physical space, the contours of interaction between the individual layers
of CS are possible. The defined four-layer functional structure of this information system is only an example of the
proposed approach. Here the first functional layer is the environment of physical objects and processes, the second —
technical means and a stack of standard and non-standardized protocols of interaction of the built-in component with
PS, the third — computing and communication resources of the cloud environment, and the last — means, protocols and
The conceptual model for the interaction contours, based on the functional-layered CPS architecture, can be
represented by the following functional:

M, ={(Px K®),(Ux KW)),K(c)} x {R(g),R(q), R(e)} 2)

where P = {p} — the set of physical processes, U = {u} — the set of users, R(g) — the set of computing units,
R(q) — set of communication resources, including ToT technologies, R (e) — set of energy resources, K(p) — contour
of interaction of CS components with PS, K (u) — contour of interaction of CS components with users, K (c) — contour
of internal interaction of components CPS.

In general, the proposed cyberphysical model improves the conceptual model of CPS by detailing individual
levels and allocating layers of functional interaction, as well as the inclusion of IoT technologies in the interaction
loops [21, 22] complements the previously described system approach [18, 19] and allows to structure and optimize
hardware and software solutions for CPS of arbitrary configuration [21, 22].
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Experiments

To test the proposed approach and the improved layered architecture of the SC model, a prototype of an
information system for a small greenhouse was built. The hardware for the implementation of the circuit of local
interaction with the components S(p), M(p), K,(M), K,(S), is based on a single paid solution Raspberry Pi 3B +.
The functional elements of this circuit are built-in computing resources of microcontrollers of intelligent digital
sensors, as well as sets of other sensors and actuators. Modeling of the information system functionality was performed
for physical processes of monitoring the temperature of the environment and soil, air and soil humidity, as well as the
level of illumination of individual areas of the greenhouse. The use of controlled servos allowed to control the water
pump for controlled regulation of soil moisture, air fans and ventilation system, and power switches with digital
control — to control the lighting level of technological areas of cultivation of individual crops. The cloud environment
was implemented using the Google Cloud Platform. Google Cloud Messaging was used to send informational
messages to users. The function of storing the states of physical processes and control rules was performed using
Google Firebase resources. This decision is based on the fact that the API is available for both the end of the client
and for the Raspberry Pi in the form of a Python library. The final client part is presented in the form of a WEB
program SPA. React works for interface management, and the niv.rocks library works for data visualization. Material
UI is selected as the interface library. This stack showed excellent consistency in the process of processing and
displaying data in the implemented information system (Fig. 3).

Thus, a cyberphysical model with the use of Internet of Things technologies in the form of a hardware-
software platform of an information system for small-scale agricultural production was developed, implemented and
experimentally tested. Previous experimental studies of the created system have shown sufficient efficiency of the
proposed approach and implemented solution. In particular, due to the use of proven algorithms for controlling the
temperature, lighting and humidity of the experimental object, there is an increase in vegetable yields by 5-8%,
reducing energy consumption by 15-17% compared to the non-computerized version of the greenhouse. The cost of
implementing the system compared to analogues [8, 9] is lower by 25-28%. Of course, in order to obtain the best
indicators and ensure the stability of the experimental results, it is necessary to apply mathematical models of the
recommended agronomic cycles for specific types of crops. Then it is also appropriate to model the real processes of
supporting the growth and development of such crops using powerful computing tools of the cloud environment.

Pk ey o
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Fig.3. Developed system monitoring interface
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Conclusions

Conclusions As a result of the conducted researches the improved cyberphysical model of the intelligent
information system for support of small-scale agricultural production is offered. The proposed approach involves the
application of a multilayer architecture for individual levels of the standard conceptual model of cyberphysical
systems, Internet of Things technology, as well as a model of multi-loop data transmission and information instructions
and messages between individual levels and layers of the model.

The model representation of information flows and the generalized architecture of the system are described
at the level of many parametric functionalities. This allowed to minimize hardware and software resources and
increase system efficiency. The method used to describe the system can be easily adapted to the physical objects and
processes of more complex technological systems.

However, to obtain the expected results, the generalized mathematical model requires a more detailed
substantiation of the objective function of CPS synthesis [19], and taking into account the features of physical and
information processes of a particular system [18]. The obtained values of improving the efficiency of the system for
a particular experiment are estimated and may depend on many natural and anthropogenic factors. Therefore, further
in-depth research is needed to implement specific CPS that can be used in agro-industrial complexes. The proposed
model and systems approach can be used as a conceptual framework for creating smart ecosystems CPS and IoT for
agricultural production.

REFERENCES

1. Smart technologies for a more productive and much more efficient agriculture. — https:/farmappweb.com/ [Accessed 15 April 2021].

2. Internet of Things in Agriculture (Agriculture IoT / AloT): world experience, application cases and economic effect of implementation
in Russia, June 2017 (Russian). / Analytical Report (full version) — https:/json.tv/ict_telecom_analytics view/internet-veschey-v-selskom-
hozyaystve-agriculture-iot-aiot-mirovoy-opyt-keysy-primeneniya-i-ekonomicheskiy-effekt-ot-vnedreniya-v- rf-20170621045316. — [Accessed 5
May 2021].

3. Lapin V., Grinchuk IO The Internet of Things as a factor in improving the efficiency of farms (Ukrainian). Cooperative readings:
2019, Zhytomyr National Agroecological University. — http:/ir.znau.edu.ua/bitstream/123456789/9827/1/Cooperative_2019 _99-104.pdf. —
[Accessed 5 May 2021].

4. Chalimov A. IoT in Agriculture: 8 Technology Use Cases for Smart Farming (and Challenges to Consider). —
https://easternpeak.com/blog/iot-in-agriculture-technology-use-cases-for-smart-farming-and-challenges-to-consider/. — [Accessed 7th July, 2020]

5. Acute famine due to the pandemic threatens 20 countries - the UN. — https://www.ukrinform.ua/rubric-world/3214468-gostrij-golod-
cerez-pandemiu-zagrozue-20-krainam-svitu-oon.html 24.03.2021. — [Accessed 5 May 2021].

6. UN: famine has spread to four countries, 43 countries — on the border (Ukrainian). — https://www.ukrinform.ua/rubric-
world/3268828-oon-golod-ohopiv-cotiri-kraini-svitu-43-derzavi-na-mezi.html 22.06.2021. — [Accessed 5 May 2021].

7. Savaram Ravindra. IoT Applications in Agriculture. The demand for growing population can be successfully met with IoT. —
https://www.iotforall.com/iot-applications-in-agriculture. — [Accessed June 30, 2020].

8. Smart technologies for a more productive and much more efficient agriculture. — https://farmappweb.com/ [Accessed 5 May 2021].

9. Growlink OS. Your farm simplified. — https://growlink.com/ [Accessed 5 May 2021].

10. Environment and microclimate (Ukrainian). — https://asapdemo.com/bez-rubriki/internet-rechej-ta-rishennya-dlya-jogo-
realizatsiyi/. — [Accessed 5 May 2021].

11. Kyryliuk S.P. “Smart system of self-organization and positioning of mobile modules (Ukrainian)”. / Kyryliuk O.G., Kyryliuk S.P.,
Vorobets G.I. / International scientific internet-conference "Information society: technological, economic and technical aspects of formation (issue
49)" / Collection of abstracts reports: issue 49 (Ternopil, June 10, 2020) -
https://drive.google.com/file/d/15JkJ4qr5ZYEIbQVI60GAZzIBLOUMvLwI9x/view. — [Accessed 25 April 2021].

12. Pavlenko A. “Why IoT, Al and Machine Learning are the future of agriculture (Ukrainian)”. -
https://Ib.ua/blog/opavlenko/390501 chomu iot ai_machine_learning-tse.html. — [Accessed February 19, 2018].

13. Zhytnyk O. Structural models of remote sensing for use in the field of precision agriculture / O. Zhytnyk, I. Balchenko // Technical
sciences and technologies. —2017. — Ne 3. — P. 123-128. — http://nbuv.gov.ua/UJIRN/Vendtn_2017_3 16.—[Accessed 17 April 2021].

14. 10T in agriculture: 5 options for using the technology (Russian). — https://aggeek.net/ru-blog/iot-v-selskom-hozyajstve-5-variantov-
ispolzovaniya-tehnologii. — [Accessed December 11,2018].

15. Matthew J. Grassi and Paul Schrimpf. Top 10 Most Intriguing Technologies in Agriculture. — https://www.precisionag.com/in-field-
technologies/top-10-most-intriguing-technologies-in-agriculture/. — [Accessed June 3, 2017].

16. Balchenko I., Shulga M., Litvinov V. Features of planning technologies in computer-aided management systems of an agricultural
enterprise // Information Models and Analyzes: International Journal. — Sofia: ITHEA, 2014. — Vol. 3, Ne 3. — P. 119-128.

17. Balchenko 1.V., Klimenko V.P., Litvinov V.V. “Features of construction of the automated control system of the agricultural
enterprise (Ukrainian)”. // Mathematical machines and systems. —2013. — Ne 4. — P. 82-94.

18. Vorobets H. I., Kharchenko V. S., Kudermetov R. K., at all. Internet of Things Technologies for Cyber Physical Systems: Practicum
/ Vorobets H.I. and Kharchenko V.S. (Eds.) — Ministry of Education and Science of Ukraine, Yuriy Fedkovych Chernivtsi National University,
National ~ Aerospace  University  “KhAI”,  Zaporizhzhia  National = Technical = University,  2019. - 172 p. -
https://www.dropbox.com/s/cp4i82nbao0to2k/MC4_I10T%20Tech%20for%20CPS_web. pdf?dl=0 — [Accessed 2 May 2021].

19. Vorobets H.I., Vorobets O.I., Horditsa V.E. “Application of a systems approach for the synthesis of models of basic elements of
reconfigurable structures in information transmission systems (Ukrainian)” // Electrical and computer systems. 2018. Ne 28 (104). - P.257-267.
ISSN 2221-3805. — http://nbuv.gov.ua/UIRN/etks 2018 28 34 — [Accessed 2 May 2021].

20. V. Golembo and O. Bochkaryov, "Approaches to Building Conceptual Models of Cyberphysical Systems (Ukrainian)", Ukrainian
Journal of Information Technology, vol. 864, no. 1, pp. 168-178, 2017. Available: http://science.lpnu.ua/en/scsit/vsi-vypusky/vypusk-864-nomer-
1-2017/pidhody-do-pobudovy-konceptualnyh-modeley-kiberfizychnyh. — [Accessed 2 May 2021].

21. B. Yimwadsana, P. Chanthapeth, C. Lertthanyaphan and A. Pornvechamnuay, "An IoT controlled system for plant growth", Proc.
7th ICT Int. Student Project Conf. (ICT-ISPC), pp. 1-6, Jul. 2018. Available: https://ieeexplore.ieee.org/document/8523886/citations#citations
[Accessed 15 April 2021].

22. Rakiba Rayhana, Gaozhi Xiao, and Zheng Liu. Internet of Things Empowered Smart Greenhouse Farming. // IEEE Journal of Radio
Frequency Identification, Vol. 4, no. 3, September 2020. - pp.195-211. Available from:
https://www.researchgate.net/publication/340326857 Internet of Things Empowered Smart Greenhouse. — [Accessed June 9 2021]. DOI:
10.1109 / JRFID.2020.2984391

76 MDKHAPOJIHUI HAYKOBUH X YPHAJT .
«KOMIT’IOTEPHI CUCTEMH TA IHOOPMAIIMHI TEXHOJIOI'TI», 2021, Ne 2


https://farmappweb.com/
https://json.tv/ict_telecom_analytics_view/internet-veschey-v-selskom-hozyaystve-agriculture-iot-aiot-mirovoy-opyt-keysy-primeneniya-i-ekonomicheskiy-effekt-ot-vnedreniya-v-%20rf-20170621045316
https://json.tv/ict_telecom_analytics_view/internet-veschey-v-selskom-hozyaystve-agriculture-iot-aiot-mirovoy-opyt-keysy-primeneniya-i-ekonomicheskiy-effekt-ot-vnedreniya-v-%20rf-20170621045316
http://ir.znau.edu.ua/bitstream/123456789/9827/1/Cooperative_2019_99-104.pdf
https://www.ukrinform.ua/rubric-world/3214468-gostrij-golod-cerez-pandemiu-zagrozue-20-krainam-svitu-oon.html%2024.03.2021
https://www.ukrinform.ua/rubric-world/3214468-gostrij-golod-cerez-pandemiu-zagrozue-20-krainam-svitu-oon.html%2024.03.2021
https://www.ukrinform.ua/rubric-world/3268828-oon-golod-ohopiv-cotiri-kraini-svitu-43-derzavi-na-mezi.html%2022.06.2021
https://www.ukrinform.ua/rubric-world/3268828-oon-golod-ohopiv-cotiri-kraini-svitu-43-derzavi-na-mezi.html%2022.06.2021
https://www.iotforall.com/iot-applications-in-agriculture
https://farmappweb.com/
https://growlink.com/
https://asapdemo.com/bez-rubriki/internet-rechej-ta-rishennya-dlya-jogo-realizatsiyi/
https://asapdemo.com/bez-rubriki/internet-rechej-ta-rishennya-dlya-jogo-realizatsiyi/
https://drive.google.com/file/d/15JkJ4qr5ZYElbQVI60GAzIBLOUMvLw9x/view
https://lb.ua/blog/opavlenko/390501_chomu_iot_ai_machine_learning-tse.html
http://nbuv.gov.ua/UJRN/Vcndtn_2017_3_16
https://aggeek.net/ru-blog/iot-v-selskom-hozyajstve-5-variantov-ispolzovaniya-tehnologii
https://aggeek.net/ru-blog/iot-v-selskom-hozyajstve-5-variantov-ispolzovaniya-tehnologii
https://www.dropbox.com/s/cp4i82nbao0to2k/MC4_IoT%20Tech%20for%20CPS_web
http://science.lpnu.ua/en/scsit/vsi-vypusky/vypusk-864-nomer-1-2017/pidhody-do-pobudovy-konceptualnyh-modeley-kiberfizychnyh
http://science.lpnu.ua/en/scsit/vsi-vypusky/vypusk-864-nomer-1-2017/pidhody-do-pobudovy-konceptualnyh-modeley-kiberfizychnyh
https://www.researchgate.net/publication/340326857_Internet_of_Things_Empowered_Smart_Greenhouse

INTERNATIONAL SCIENTIFIC JOURNAL

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

Heorhii Vorobets
I'eopriii Bopooeusn

PhD, Associate Professor of Computer Systems and Networks Department,
Head of Computer Systems and Networks Department, Chernivtsi National
University, Chernivtsi, Ukraine,

e-mail: g.vorobets@chnu.edu.ua.

https://orcid.org/0000-0001-8125-2047, Scopus Author ID: 8581629600,
https://scholar.google.com.ua/citations?user=KNdCxogAAAAJ&hl=uk&oi
=ao0.

KaHIUAAT (i3MKO-MaTeMaTHYHUX HayK,
JIOIEHT Kaerpu KOMIT' I0OTEPHHX CUCTEM
Ta Mepex, 3aB. KaheApH KOMIT' I0TePHHX
CHCTeM Ta Mepex, YepHiBerbKui
HaliOHaNbHUH yHiBepcuteT iMeHi FOpis
®denpkoBuya, YepHiBii, Ykpaina.

Mykola Trafenchuk
Muxkoua Tpadenuyk

master student, Computer Engineering of Technologies of the Internet of
Things and Cyberphysical Systems, Computer Systems and Networks
Department, Chernivtsi National University, Ukraine,

e-mail: trafenchuk.mykola@chnu.edu.ua.
https://orcid.org/0000-0002-3905-6787.

MaricTpaHT, KOMII'IOTepHA IHXKEHepis
TEXHOJOriH  iHTepHeTy peueil Ta
kibepdiznunux  cucteM,  Kadenpa

KOMIT'IOTEPHUX CHCTEM Ta MEpex,
YepHiBeUbKHi HaliOHAJIBHU I
yHiBepcuTeT imeHi lOpis dexpkoBuya,
Yepnisii, Ykpaina.

MDKHAPOJIHUI HAVKOBUI XX YPHAJI

77

«KOMIT'IOTEPHI CUCTEMHY TA THOOPMAIIMHI TEXHOJIOI Ti», 2021, Ne 2



mailto:g.vorobets@chnu.edu.ua
https://orcid.org/0000-0001-8125-2047
https://scholar.google.com.ua/citations?user=KNdCxogAAAAJ&hl=uk&oi=ao
https://scholar.google.com.ua/citations?user=KNdCxogAAAAJ&hl=uk&oi=ao
mailto:trafenchuk.mykola@chnu.edu.ua
https://orcid.org/0000-0002-3905-6787

